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Contexte

* Jusqu'en 2009 : Terminaux X/ Ordinateurs
portables

* A partir de 2009 : PC fixes sous Linux /
Ordinateurs Portables

=> Nécessité de conserver le méme niveau de services
sur des postes individuels co-administres.

JSEEE— < 4



Enjeux Techniques

* Rapporter la charge de travail de gestion a un
volume acceptable pour I'équipe informatique.

* Taches identifiées
* Déployer facilement de nouvelles machines
* Déployer facilement des applis sur lI'ensemble du parc
* gerer les applis critiques automatiquement
* gerer les configurations critiques automatiquement
* gérer les MAJ sécurité
* Visibilité rapide des statuts machine




th

Solution : Puppet

* Développé par Puppet Labs depuis 2005, Open
Source (Licence Apache 2.0)

* Disponible sur une grande majorité de plateforme
(*BSD, Linux, Windows, MAC OS X, Unix
propriétaire - méme AIX -....)

* Communauté importante et vivante
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Composants Puppet

* Un serveur : Puppet Master

* Existe en « standalone » - serveur Webrick - ou en module
apache

* Un client par machine
* Processus Ruby

* Une interface de supervision : Puppet Dashboard
* Interface Web Ruby

* S'appuie sur une base de données MySQL pour stocker
I'nistorique
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Principe de fonctionnement

Facts n
The node sends A
normalized data

about itself to the

Puppet Master,

22l FI':a::eI{ugses the Facts to
L [N
EI'II:I“\I'F‘HI:II'I comipila a Catalog that
on all data specifies how the node
transport should be configured.
Report
The node
reports back
to Puppet

indicating the
configuration is

12 iz 1T Tl Puppet
UREE R e Master @ Report Collector

{Pu tar 3rd toal)
Report Fee PR
Puppet’s open AP
can also send data
to third party tools.
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Configuration Serveur

<root_config_dir>/puppet
-files

-manifest

-modules
------- <mon_module_1>

------- <mon_module n>

-templates
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Q_QML%LTQEMATIOUES

Configuration Serveur

my_module — Le nom du module.
|-manifests/

|----1n1t.pp — contient la definition de la classe. Le nom de la classe doit
reprendre le nom du module.

| ----other_class.pp — la classe my_module: :other_class.
|-f1les/ — fichiers statiques, téléchargeables par les postes clients..

| -templates/ — contient des templates, utilisables par le(s) manifest(s)
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Configuration : Langage

* Manipulation de « ressources »

* Syntaxe Ruby
* Expressions régulieres
* Boucles conditionnelles
* Chainage de ressources
* Heritage

* Mots clés définissant des comportements de
ressources (subscribe, require ....)

* Fonctions réutilisables
b
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Configuration : Ressources

* Différents types de ressources
* Fichier

file { 'sshdconfig':
path => $operatingsystem ? {
solaris => '/usr/local/etc/ssh/sshd_config',
default => '/etc/ssh/sshd_config',

b

owner => 'root',
grovpe==S=*roet: ,
mode => '00644',

-
N
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Configuration : Ressources

* Différents types de ressources

* Package
package {
"openssh-server":
ensure => installed,
provider => apt,

b
* Service
service { 'sshd':
ensure => regiing.,
enable = true,

hasrestart => true,
hasstatus => true,
subscribe => File['sshdconfig'],

n
N

18/04/13



F‘ INSTITUT
de MATQEMATIQUES

de TOULOUS

Configuration : Ressources

* Fonctions réutilisables
define apt::key($ensure, $apt_key_url = "http://www.math.univ-toulouse.fr/~sysadmin/IMT/IMT .key") {

case Sensure {
"presentiied
exec { "apt-key present $name":
command => "/usr/bin/wget -q $apt_key_url -O -l/usr/bin/apt-key add -",
unless => "/usr/bin/apt-key list | /bin/grep -¢ $name",

}
"absent": {
exec { "apt-key absent $name":
command => "/usr/bin/apt-key del $name",

onlyif => "/usr/bin/apt-key list | /bin/grep -¢ $name",

}
default: {

fail "Invalid 'ensure' value '$Sensure' for apt::key"

N
N
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Configuration : Ressources

* Comportement sur changement d'un fichier
File['/etc/ntp.conf'] -> Service['ntpd']
* Chainage
file {'/tmp/testl’:
ensure => present,
COnteRtE"=> Mt

noBEREdiFten. ;
message => '/tmp/testl has already been synced.',

File['/tmp/testl'] -> Notify['after']

-
N
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Configuration : Ressources

* Aggregation de ressources : les classes
class unix {

file { '/etc/passwd':
ownher => 'root',
group => 'root',
mode => '0044',

Iy

file { "/etc/shadow':
owner => 'root’,
grotp =NlRoot s
mode => '0440',
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* Héritage

Configuration : Ressources

class freebsd inherits unix {

File['/etc/passwd'] { group
File['/etc/shadow'] { group

}
* Noeuds

=> 'wheel' }
=> 'wheel' }

node 'serveurs_sysadmin' inherits 'serveurs_base' {

include
include
include
include
include
include
include
include
include
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init_systeme: :resolveur

insertion-domaine

insertion-domaine:
insertion-domaine:
insertion-domaine:
insertion-domaine:

insertion-domaine

insertion-domaine:
insertion-domaine:

: :motd_serveur
:limit_access_to_sysadmin
:install_nfs_v3
:install_ldap
:install_autofs_ldap_v3
::install_krb5
:pam-serveur
:sudo-1ldap-serveur

-
N
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node

}

include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
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%
{ "DC3BAF35":

ensure => present,

{ "BA684223":

ensure => present,

init_systeme: :debian

init_systeme: :ps-watcher

init_systeme: :mise-a-jour

insertion-domaine:
insertion-domaine:
insertion-domaine:
insertion-domaine:
insertion-domaine:
insertion-domaine:
insertion-domaine:
insertion-domaine:
insertion-domaine:
insertion-domaine:
insertion-domaine:
insertion-domaine:
insertion-domaine:

:ntp

PR
:sudoers_postes-ldap
:pam-client
:install_nfs
:install_krb5_nfsv4
:install_autofs_client
:install_ldap
:install_cleaners
:ocsinventory

:vino

:puppet_conf
:ssh-server

Exemple de configuration

class install_krb5 {

"heimdal-clients":

=> installed,
=> apt,

=> absent,
=> apt,

"libpam-heimdal":

=> installed,

file {
[...]
package {
ensure
provider
ky
package {
"libpam-krb5":
ensure
provider
}
package {
ensure
provider

h

=> apt,

lllllIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII&'II::



‘:‘ INSTITUT
de MIATHEMAT\QUES

Exemple de configuration

class install_krb5_nfsv4 inherits install_krb5 {

package {
"librpcsecgss3”:
ensure => installed,

provider => apt,
}
File["/etc/krb5.conf"] {
source=>$1sbdistrelease ? {

"5.0.4" =>"puppet://monserveur/baselayout/debian/identiques/etc/krb5.conf.nfsv4"
"10.04" =>"puppet://monserveur/baselayout/debian/lucid/etc/krb5.conf.nfsv4",
"11.04" =>"puppet://monserveur/baselayout/debian/natty/etc/krb5.conf.nfsv4",
"12.10" =>"puppet://monserveur/baselayout/debian/precise/etc/krb5.conf.nfsv4",
"6.0.7" =>"puppet://monserveur/baselayout/debian/squeeze/etc/krb5.conf.nfsv4",

s
¥
file {
"/etc/krb5.keytab":
owner => "root",
group => "root",
mode => 600,
source => "puppet://monserveur/files/tickets/%{hostname’ . krb5.keytab",
require => Package[krb5-config],
¥

}
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Suivi . Puppet Dashboard

800 Puppet Node Manager e

&'&puppetdashbuard 120 » Home - Nodes = Groups + Classes » Reports + FileSearch

Background Tasks Daily run status

© Al systems go Number and status of runs during the last 30 days:
5000
Nedes

100 Unresponsive
0 Failed
0 Pending
1 Changed

] N N N Al h
W gy
P 1“\?“ g

o ) S S A N S R
LR B G o
g g ,LB\Y’} g g et et o

CE T - o
S @"99 g g g

0 Unreported All

231 All Export nodes as CSV Resources
Node | Latest report Total Failed Pending Changed Unchanged

Total 26852 8 7435
abigael ups-tise.fr 2013-04-02 13:06 UTC a1 0 81
synapse.math.univ-toulouse fr 2013-04-02 13:06 UTC 78 0 78
tarbes.ups-ise.fr 2013-04-02 13:05 UTC 127 0
leibniz.math.ups-tise.fr 2013-04-02 13:05 UTC 78 0
sauterelle.ups-lise fr 2013-04-02 1305 UTC 130 0
marguerite.ups-tlse.fr 2013-04-02 1305 UTC 128 [
hubble.math.ups-tise.fr 2013-04-02 13:05 UTC 77 0
bolzano.math.ups-tise.fr 2013-04-02 13:05 UTC 78 0
deucalion.math.ups-tise.fr 2013-04-02 13:04 UTC 29 0
houx.ups-tise.fr 2013-04-02 13:04 UTC 130 [
0
0
0
0
0
0
0
0
0
0

Group

Class
Add

nephila.math.ups-ise.fr 2013-04-02 13:04 UTC 80
perso.math.ups-tise.fr 2013-04-02 13:04 UTC B0
pivoine.ups-tise.fr 2013-04-02 1303 UTC 130
moustique.ups-tlse.fr 2013-04-02 1303 UTC 130
robinier.ups-tise.fr 2013-04-02 13:02 UTC 130
Idapd.math.ups-tise.fr 2013-04-02 1302 UTC 29
harmonium.ups-tise.fr 2013-04-02 13:02 UTC 130
archive.math.ups-tise.fr 2013-04-02 1302 UTC BO
irs.ups-tise fr 2013-04-02 13:02 UTC 135
chardon.ups-tise.fr 2013-04-02 1301 UTC 130

LYPRY)

L8888 88 8
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uivi : Puppet Dashboard

e 0o Puppet Node Manager -

¢ |glecteue

Reports File Search

épuppet dashuard 12.0 Home - Nodes - Groups * ==

Background Tasks @ Node: geastre.ups-tise.fr

@ All systems go
Parameters

Nod: — Mo parameters —

107 Unresponsive Groups Classes
0 Failed — Mo groups — — Mo classes —

0 Pending Daily run status
] Changed Numb‘er and status of runs during the last 30 days
124 Unchanged i
0 Unreported
231 All

dd node
s

Group N
Run Time

il it The elapsed time in seconds for each of the last 30 Puppet runs:
Class
Add class
-
— Fd — J — — ~— e

oy e ~ L Tt o o e
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Recent reports (213)
Reported at | Failed Changed Unchanged Pending Skipped Failed restarts Config retrieval Runtime
@ 2013-03-21 07:51 UTC 2 Q 126 -] 0.52s 334s
@ 2013-03-21 07:49 UTC 126 0.58s 331s
@ 2013-03-21 07:44 UTC 128 0.52s 381s
@ 2013-03-2107:43 UTC 17 067 s 30.79s
@ 2013-03-20 14:18 UTC Q 0.83s 4.18s
@ 2013-03-20 12:58 UTC 124 049 s 4.15s
@ 2013-03-20 12:29 UTC 124 049s 6.36s
i o @ 2013-03-20 12:27 UTC 43 0.79s 243549 s

- 18/04/13
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uivi : Puppet Dashboard

Puppet Node Manager I

¢ | Lecteur

épuppetdashhnard 120 » Home - Nodes - Groups - Classes - Reports - File Search

Background Tasks
@ Al systems go

@ Report: 2013-03-21 07:51 UTC for geastre.ups-tise.fr

L
Nodes @ g

107 Unresponsive

Level Message Source File Line Time
0 Failed err change from purged to present failed: Execution of ‘/usr/bin‘apt- /Stage[main]/Insertion- fetc/ 1293 2@13-03-21 @7:51 UTC
0 Pending get -q -y -0 DPkg::Options::=--force-confold install ff-cleaner’ domaine: :Install_cleaners/Package[ff- puppet/
returned 10@: Reading package lists... Building dependency tree... cleaner]/ensure modules/
0 Changed Reading state information... E: Unable to locate package ff- baselayout/
124 Unchanged S mani festss
init.pp
0 Unreported err change from purged to present failed: Execution of 'susr/binfapt-  /Stage[main]/Insertion- setc/ 1298 2013-83-21 @7:51 UTC
231 All get -q -y -o DPkg::Options::=--force-confold install th-cleaner’ domaine::Install_cleaners/Package[th- puppet/
returned 108: Reading package lists... Building dependency tree... cleaner]/ensure modules/
'Add node Reading state information... E: Unable to locate package th- baselayout/
cleaner manifests/
init.pp
Ly notice Finished catalog run in 3.41 seconds Puppet 2013-83-21 @7:51 UTC
ol a2 info Applying configuration version ‘1363846684 ° Puppet 2013-83-21 @7:51 UTC
= info Caching catalog for geastre.ups-tlse.fr Puppet 2013-83-21 @7:51 UTC
lass

@ Copyright 2013 Puppet Labs
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Gain a posteriori

* @Gain de temps sur le déploiement des serveurs

* Deétection des changements « sauvages » de versions

* Détection des versions de distribution plus maintenues
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Merci pour votre attention
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