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® 9/8 postes informatiques © 00 4 4 4
* 643 postes a Albi
* 207 postes a Rodez
* 128 postes a Castres

® Parc hétérogene Linux et Windows
* Harmoniser les méthodes et les pratiques
* Avoir des outils communs
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Les pratiques sous Linux

® Une connexion a distance sécurisée
* OpenSSH + clef SSH
* Des connexions SSH multiples

® Des outils en ligne de commande
* Qui peuvent étre automatisés par scripts

... a transposer sous Windows

44 25/03/2016



Hybridation de Windows 10

o= Windows10

® Installation d'un serveur SSH
* Win32 OpenSSh

® Installation des utilitaires Linux compilés MicoS.
* GOW (cGnNu on windows ) cut.exe, put.exe, wget.exe...

* UnxUtils.zip dans c:\windows\system32

® Authentification Windows sur OpenLDAPserver
* PginaFork

A5 25/03/2016



Résumons...

Debian
clef SSH privée

SS5H-connect 1

O

Windows 10

SSH-connect 2

requéte pGina fork d'authentification windows
SSH-connect 3

o0

OpenLDAP

et http://ssh/autorized keys
i b p:/Isshl ==Y SSH-connect 4

Serveur web

clef SSH publique SSH-connect 5

aln
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Les pratiques sous Linux

® Une gestion des mises a jour OS
* Centralisée depuis des depots

* |nstallés silencieusement

® Une gestion des mises a jour simple CLI
* # apt-get dist-upgrade

... a transposer sous Windows

A7 25/03/2016



Windows polymorphe

® Serveur Wsus Microsoft...non !
* Un partage de fichiers samba sous FreeNAS *
* Désactiver le service client « Windows update » 1L T
* Utiliser une alternative Wsus « push » : —
* Wsus Offline Update : prefer_seconly="enable"

* Windows Update Minitool
* BatchPatch : The Ultimate Windows Update Tool ( sans CLI)

®Les mises a jour Windows 10 sont
* Maitrisées et installées

VR 25/03/2016




Résumons...

Debian
clef SSH privée

SSH-connect 1

N
)
|

. . |
. Microsoft J FreeNAS Windows 10
~ Wsus Offline Update

SSH-connect 2

requéte pGina fork d'authentification windows
SSH-connect 3

N

OpenLDAP

et http://sshfautorized keys
i ™ p:/lsshi ==Y SSH-connect 4

Serveur web

clef SSH publique SSH-connect 5

aln

A9 25/03/2016




Wsus Offline Update Server
1/2

®Téléchargement des mises a jour W10

* ./sh/download-updates.bash w100-x64 fra
-includesp -includecpp -includedotnet

®Téléchargement des mises a jour Office2016
* ./sh/download-updates.bash 02k16-x64 fra

WSUS Oﬁ:lme Update

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn
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Wsus Offline Update Server
1/2

4% wsus offline Update 10.8 - Generator o ]

Repository info

Downlead Microsoft updates for... Last download: 25.08.2018

| Ofﬂce] Legacy pruducts]
Windows 7/ Server 2008 R2 (w61 / wb1-x54)
[~ x85 Global (multilingual updates) [~ x84 Global (multiingual updates)

Windows Server 2012 [w52-x54)
[ x64 Global (multiingual updates)

Windows 8.1/ Server 2012 R2 (w63 / wi3-x64 )

[~ =86 Global (multiingual updates) [~ =64 Global (multiingual updates)
Windows 10 / Server 2018 (W1 0o/ wl UU—XE4} ¥ Woet [37%] http://download.windowsupdate.com/microsoftupdate/vb/wsusscan/wsusscn2. cab — O X Y:Z
[~ x85 Global (multiingual updates) [~ x54 Global (multiingual updates) 2010 ? "
ns
Options i
v “erify downlpaded updates v Include Service Packs i
¥ Include C++ Runtime Libraries and .MET Frameworks -1
I Include Microsoft Security Essentials " Include Windows Defender definitions
Create |50 image(s)... 21
[~ per selected product and language [~ per selected language, ‘x86-cross-product’ (deskiop o 4
USB medium 21
[~ Copy updates for selected products into directory: | J [ 39-x64. exe d ] 13

-
Start P WSUS... Donate. .
2 [~ Only create collection script S enate

Clean up

4 11 25/03/2016



2/2

Wsus Offline Update Client

® Appliquer le mises a jour W10 et Office2016
* net use w: \\filerl\wsusoffline /user:user password

* \client\cmmd\DoUpdate.cmd /updatecpp /verify

/seconly

Select desired options and click "Start’

Updating
Installation
Update C++ Runtime Libraries
Install .MET Framewaork 3.5
Install .MET Framework 4.6.2

Control

[ verify installation packages
|:| Shut down on completion

412

Ingtall Microgoft Security Ezgentialz

5% WSUS Offline Update 10.8 - Installer had —

to install mizzing Microsoft updates on vour computer.

Install Microsoft Silverlight
In=tall PowerShel 2.0
In=tall Management Framewor

Update Remote De=kiop Client

[ ] Automatic reboot and recall
[]5how log file

k5.0

[
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Résumons...
............ S

# ./shidownload-updates.bash wl00-x64

c:= net use w: \\filerl\wsusoffline /user

i f‘_ﬁ< g SSH-connect 1

\_ _M|crosoft FreeNAS Windows 10

c: = Aclient\cmd\DoUpdate .cmd

— J Wsus Offline Update
g S5H-connect 2

requéte pGina fork d'authentification windows
g SSH-connect 3

OpenLDAP

wget http://ssh/autorized keys
i J P 7 )-g SSH-connect 4

Serveur web

clef S5H publigue g SSH-connect 5

413
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Les pratiques sous Linux

® Une gestion des loqiciels
* Centralisée depuis des depots

* Toujours en ligne de commande

# apt-get install firefox

... a transposer sous Windows
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Package Factory

® Creéer, déployer, installer les MSI

* Faire des packages MSI ... c'est long

® Serveur Windows 2018...non !

nocolatey = un gestionnaire de
paguets Open Source pour Windows
par script PowerShell

04/04/2018



Chocolatey - Package
manager for Windows

* 5668 community maintained packages

* Installer chocolatey sur le poste en une seule
ligne de commande (cmd ou powershell)

* Avec Chocolatey, il s’agit de telecharger et
d’exécuter un script dont I'objet est d’aller
chercher un fichier EXE, un MSI, un ZIP sur
le site de I'éditeur, afin de procéder a une
Installation en mode silencieux.
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Chocolatey - Package
manager for Windows

Les prérequis :
* Windows 7+ / Windows Server 2003+
* PowerShell 2+
* .Net Framework 4+

417 04/04/2018



PowerShell : Installation et
Mise a jour

=> On installe plus PowerShell !

« C’était possible avec la V1

* Maintenant, il est inclus dans le WMF 5.1 (WinRM et
PowerShell)

 Le WMF est la dépendance de Framework.net

v Le WMF permet d’'installer PowerShell, mais il est déja natif
X |l n’existe pas une commande pour installer PowerShell

Framework

A 14 04/04/2018



Disponibilités de WMF sur les systemes d’exploitation Windows

Version du systéme d’exploitation WMF 5.1 WMF 5.0 WMF 4.0 WMF 3.0 WMF 2.0
Windows Server 2016 Fourni par défaut

Windows 10 Fourni par défaut Fourni par défaut

Windows Server 2012 R2 Oui Oui Fourni par défaut

Windows 8.1 Oui Owui Fourni par défaut

Windows Server 2012 Cui Oui Oui Fourni par défaut

Windows 8 Fourni par défaut

Windows Server 2008 R2 5P1 Qui Oui Oui Qui Fourni par défaut
Windows 7 5P1 Oui Oui Oui Oui Fourni par défaut
Windows Server 2008 5P2 Oui O

Windows Vista Oui

Windows Server 2003 Ciui

B® Microsoft
A 15 04/04/2018




Installer

1 Chocolatey

Software Management Automated

L'Installation se fait a 'aide de la commande en PowerShell :

> C:\ProgramData\chocolatey\choco.exe
> C:\ProgramData\chocolatey\bin\choco.exe

I

EX Administrateur : CA\Windows\system32\cmd.exe |5£|J—hI

Microsoft Windows [version 6.1.76611
Copyright <(c> 280% Microsoft Corporation. Tous droits réservés.

C:~Users-Jérime >B"»SystemRootx“Systend2-WindowsPowerShell wl . @ povershell.exe' —
MoFProfile —InputFormat Hone —ExecutionPolicy Bypass —Command "iex ¢({Mew—0Object &
ystem.Met .WebClient?.DownloadS8tring{'https:  chocolatey.org-sinstall_psl1*>>" && S
ET "PATH=xPATH:; xALLUSERSPROFILEx“chocolatey~bhin"

Getting latest version of the Chocolatey package for download.

Getting Chocolatey from https:sschocolatey.orgsapi-v2 package-chocolateys8.18_7.

Downloading ?-Zip commandline tool prior to extraction.
Extracting C:sUsers~JRME™“1-AppData“Local~Tempschocolatey~chocInstall~chocolatey.
zip to C:xUsers JRME™1-AppData*Local~TempschocolateyschocInstall...
Installing chocolatey on this machine
Creating ChocolateyInstall as an environment wariable <(targeting *Machine’>
Setting Chocolateylnstall to ‘C:ProgramDataschocolatey’
WARMING: It’s very likely you will need to close and veopen your shell
before you can use choco.
Restricting write permissions to Administrators
lle are setting up the Chocolatey package repository.
The packages themselves go to *C:-wProgramDataschocolatey~1lib’
{i.e. C:xProgramData~chocolatey~lib~yourPackageMame?>.
A zhim file for the command line goes to *C:“ProgramData~chocolatey-~bhin”
and points to an executable in *C:“\ProgramData“chocolatey~libs~yourPackageName”

= Cote pare-feu : ouvrir en sortie les ports distants

Tcp/80 et Tcp/443

V'ET:
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echercher des paquets a
partir de chocolatey.or

https://chocolatey.org/packages/recuva
https://chocolatey.org/packages?g=recuva

2 Login Signup

Home About Compare [EEEELEN Upload Docs Forum*  Shop* Search Packages Q

Recuva 1.53.1087 @

Private CDN cached downloads available for licensed customers. Never experience 404
breakages again! Learn more...

14,595

Downloads This package was approved by moderator ferventcoder on 6/9/2016.
5 ) 9 9 8 Accidentally deleted an impaortant file? Lost something important when your computer crashed? No problem! Recuva
Downloads of v recovers files deleted from your Windows computer, Recycle Bin, digital camera card, or MP3 player. And it's free!
1.53.1087
To install Recuva, run the following command from the command line or from PowerShell:
Last update C:\> choco install recuva
Software Site
Software License To upgrade Recuva, run the following command from the command line or from PowerShell:
Package Specific c:\> choco upgrade recuva
Possible Package Source
Package outdated?
2 .
Package brc?kenl‘ Files
Contact Maintainers
Hide

Contact Site Admins

‘ Software Vendor? ® Recuva.png
1 9 Report Abuse * tools\chocolateylnstall.ps1 Show 04/0 4/2 0 1 8
]

ol n . * tools\regAdd.psl Show



https://chocolatey.org/packages/recuva
https://chocolatey.org/packages?q=recuva

cC:>C
C.>C
C.>C
C.>C

Displaying results 1 - 2.

noco Iinstall recuva
noco install recuva.portable
hoco install jre8 --version 8.0.121 °

c:> choco list -local-only

C.>C
cC:>C
cC:>C

cC:>C

noco info vic
noco uninstall putty.portable

noco upgrade firefox

noco upgrade all

4 20

3] © Recuva 1.53.1087
: By: jivko
Accidenta

Ochocolatey s eroling kot

Gérer les packages

or recuva returne

rted to new layout. Download

rrrrrr

your Windows computer, Recycle Bin, digita ard,
14,592 downloads ~ Tags undelete recover flles

| @ Recuva F le Recovery (Portable)

<t

1.52.1086
By etHa

vers files d
889d nloads Tg
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Gerer les packages 2/2

421

Do you want to run the script?([Y]es/[N]o/[Plrint): vy

sing Git LFS

Installing 64-bit git.install...

git.install has been installed.

git.install installed to 'C:\Program Files\Git'
git.install can be automatically uninstalled.

nstall of git.install was successful.
ware installed to 'C:\Program Files\Git\'
it v2.16.2 [Approved]
git package files install completed. Performing other installation steps.
The install of git was successful.
Software install location not explicitly set, could be in package or
default install location if installer.

hocolatey installed 3/3 packages.
See the log for details (C:\ProgramData\chocolatey\logs\chocolatey.log).

:\Users\petagentadmin>choco list --localonly
Chocolatey v8.10.8
chocolatey ©.18.8
chocolatey-core.extension 1.3.3
it 2.16.2
git.install 2.16.2
packages installed.

:\Users\petagentadmin>

04/04/2018



Les risques sont relatifs...

* Un script malveillant avec un lien vers un fichier ou un
depot verole

* La consommation de la bande passante lors de
I'installation de logiciels tiers (pas de déepot "local”
comme WAPT)

42> 04/04/2018



...mais on peut changer
de répertoire de
telechargement!

* Editez le fichier :
C:\ProgramData\chocolatey\config\chocolatey.config

» Modifiez la directive cacheLocation :
<add key="cacheLocation" value="e:\chocolatey"
description="Cache location if not TEMP folder. Replaces
‘$env:TEMP" value." />

423 04/04/2018



Résumons ...
............ R

# ./shidownload-updates.bash wl00-x64

c:= net use w Wilerliwsusoffline fuser

o
< i ?4 i( ; SSH-connect 1

c:= \clienticmd\DolUpdate.cmd

_Tcmsi FreeNAS Windows 10
— Wsus Offline Update
; 55H-connect 2
reguéte pGina forlk d'authentification windows
i( ; S5H-connect 3
OpenlLDAP

wget http://sshiautorized keys
E 2 0 — )g SSH-connect 4

Serveur web

c:=choco install firefox

N

r Chocolatey Q
Dépot scripts PowerShelI_]

N |

i Editeur du logiciel |

A

lef SSH bli
cle pupligue J_H\/i¢\_\ ! l SSH-connect 5
|

A 26

c:=choco upgrade all
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Interface de controle pour...

® Passer tous les commandes CLI

® Centraliser les connexions SSH
* PAC manager - Linux
* Multi Putty manager- Windows

® Administrer plusieurs hotes en méme temps
* Cluster SSH ( natif sur PAC et Putty )

A 27 25/03/2016



Interface de controle

PAC (v4.5.5.7) o [-] x

ierl-ALBMMOO1 - PCALB-MM106 X pcalb-b pealb-bu0113 X pcalb-b pealb-bu0110

= Connections | i/ ) ;('r‘
a AVAILABLE CONNECTIONS
[0 Atelierl-ALBMMOO1
[0 Atelierz-ALBMMOO3
[ Atelier3-ALBMMOOS
[0 Atelier4-ALBMM101
[0 Atelier5-ALBMM102
[0 Atelier6-ALBMM103
[0 scD-Formation-1
[0 sCD-LibreService-RDC
B switeh anc. ‘1t o very lik
3 TPinfol hef_or$ o (ﬂ_use rie
3 TPinfo2
€3 VLAN Administrateur ALB
& o
S IWARNING: You can safely ignore errors related to missing log files when
upgrading from a version of Chocolatey less than 6.9.9.
B 2 ‘Batch file could not be found* is also safe to ignore.
tem cannot find the file specified' - also safe.
(3 VLAN Bibliotheque ALB : Not setting tab completion: Profile file does not exist at ‘C:\Users\dsiun\Documents\Window
[0 VLAN Enseignant ALB
[0 VLAN Pedagogie STAF
M dns2
B paperaut
Chocolatey upgraded 1/1 pac
See the log for details (C
(1 Connect ‘,,:" @ X¥[ IN CLUSTER: Atelierl-ALBMMOQO1 ] - Status: CONNECTED Show command history
Clusters Scripts PCC - Wake On Lan . Preferences Save '~ Quit

) Chocolatey Gallery | Chocolatey ® PAC (v455.7)

4 28 25/03/2016




Controler la gestion des
« logs » des updates

® \Wsus Offline Update (eniocal)
* C:\windows\wsusofflineupdate.log

® Batchpatch (sous windows )
* Clients Windows

® Apt-dater (sous linux)
* Clients Linux et Windows ( dev )

4 29 25/03/2016



Interface de gestion des
« Update » apt-dater

* Lanceur pseudo-graphique (ncurses) des
* Commande apt-get install...

* Commande wsus.DoUpdate...
4 30 25/03/2016



® BatchPatch (sous windows, sous licence, sans CLI )

4 31

« Update »

 Batchi:t

\
aj
The Ultimate W pdatE

........ i
..... B e
. v s /

b 4 A 4

Interface de gestion des

* Integre un clone de wsus offline update

Push les updates Windows massivement
Connexions multiples PSEXEC et WMI

Un historique des mises a jour
.. tous les outils Pstools

25/03/2016




Interface de gestion des
« Update » BatchPatch

File Actions Tools Help [ici G
FEFQEOD 4 +QCcO:S0Q0LINBION
Expand / collapse row(s) R Remote Agent Log Al Messages
Rernote desktop connection
Start pinging
Stop pinging
3 : LAB200IWSUS | 18:46:35> Windows Update: 5 updates found
O Getinformation ¢ LAB200SMEMBERT 18:46:40> Windows Lipdate: 4 updates found
& PReboot ¥
@ Shutdown ’
& Windows updates b | Checkforavailable updates
B Patch deployment k| Download svailable updates
B Remote script/process (psexec) b | Download and install updates
Download install updates + reboot if required
B Local seript/process ¥ 1 i f
: Install downloaded updatg
o lob queus ¥
Install downloaded updates + reboot if required
& Task scheduler ¥
_ 1 Update + shutdown L
- ecify alternate logon credentials
L S ] Kill remote BatchPatch process
0 Wake On LAN ¥
| View BatchPatch.log
. Import notes or MAC addresses * | View WindowsUpdatelog
: EE Clear column contents L wuaucht.exe /resstauthorization /detectnow
®

Remowve rowis)

wuauch.exe /reportnow

25/03/2016



Interface de gestion des
« Update » BatchPatch

-
. BatchPatch X100

File  Actions Tools Help

%%i@@@ﬂ@?*&ﬁ-@%ﬁ?ﬂﬂlﬁlIfﬂﬁ
. Host WS5LUS Installation Progress  C: Disk Space Al Messages  Motes

computerd | 51%Installing.. | HSSENSSSESO0ME / 10,000ME)
computer]

computer? )
computer | 21% Installing..  |[SEONSCOUNS00MBINOIO00HME)
computerd |61% Installing.. | ESEENSEGNEE00ME / 10.000ME)
computer5 | ESEEDGNNGEGRGIINE  WFE8s<=d (1,700MB / 10.000ME)
computers 4% Installing.. | EGNSSONSISO0MENODOMEIN
computer7 | SiMDGWNGSGNGN  BSENEE:: (2.700ME / 10.000ME)
computerd _DMB]
computerd | 54% Installing. | ESENSSSEBIDME / 10.000ME)
computer10 EEMNGMNIoading.. | ESENSEINGEO0MENE0.000ME)
computer!1 | TEEIDGRNIGSONGIIMI |2 used (300MB / 10,000ME)
computer2 EEE-: (2. 200ME / 10,000MEB)
computer]3 BRI < (2 0DOME / 10,000MB)
computer1d | 14% Installing.. | ESSScoNSIS00MEIN0000ME)
computer15 iEMDGwNGsnnGN BSSENEEE (2.500ME / 10.000ME)

el Levrmbmllimm
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File

Acticns | Toels  View  Help

=]

Expand row(s) <Double-Click= R

O OOERIZBBOR

Remote desktop connection

o0e) £

Start pinging P
Stop pinging Ctrl+P
Ping status alerts

Specify alternate logon credentials

(et infarmation

=]
e M

e IDIDECE«0CEEROOCAR §& 08 KOO =

Windows updates

b

Services / Processes

]

Send rmessage to logged-on users

Reboot

Shutdown

Wake On LAN

Deploy software/patch/script/regkey etc

Execute remote process/command

Execute local process/command

lob queue (multi-step execution)

Task scheduler

Email notification

Import notes or MAC addresses

Kig =R B ANoPTELEllR2EE

Get automatic services in stopped state
Get CPL usage snapshot

Get disk space (% with graph)

Get disk space (available ME)

Get event log entries

Get host name

Get last boot time / total uptime
Get list of installed programs

Get logged on users

Get MAC address

Get 05 version / service pack level
Get pending reboot status

Get RAM usage snapshot

Get registry key/value

Get Windows Update configuration

Create/modify user-defined commands

Execute user-defined commands

Clear column contents

Move host(s) to different tab A
Insert row Ins
Disable / enable row(s) E
Remove rowi(s) Del

i ig the evaluation version of BatchPatch. Click to

25/03/2016
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ML Export Produce Reports

new 1

(] Host Remote Agent Log

' Win2016 WINZ2016 04/11/2017 13:532:30
' Win2012R2 WINZ012R2 04/11/2017 16:53:52
Win2016

Remote Agent Log
WIN2016 04/11/2017 13:53:30

::Begin online search - Server Selection: Default
The search query "SoftwareOnly” returned 2 update(s):
1> Windows Malicious Software Removal Tool for Windows 8, 8.1, 10 and Windows Server 2012, 2012 R2, 2016 x64 Edition - April 2017 (KB890830) (13 MB)
(2017-04-11) - Update Rollups
(Type-SoftwareUpdate | Downloaded-FALSE | RebootRequired-MAYBE)
http://support.microsoft.com/kb/890830
2> Cumulative Update for Windows Server 2016 for x64-based Systems (KB4015217) (1068 MB) (2017-04-11) - Security Updates
(Type-SoftwareUpdate | Downloaded-FALSE | RebootRequired-MAYBE)
http://support.microsoft.com/kb/4015217

:End search

WINZ2016 04/11/2017 13:53:37

back to table

Win2012R2

Remote Agent Log
WIN2012R2 04/11/2017 16:53:52

::Begin online search - Server Selection: Default
The search query "SoftwareOnly” returned 10 update(s):

1> Update for Windows Server 2012 R2 (KB3013816) (4 MB) (2014-12-09) - Updates
(Type-SoftwareUpdate | Downloaded-FALSE | RebootRequired-MAYBE)
http://support.microsoft.com/kb/3013816

2= Microsoft .NET Framework 4.5.2 for Windows &.1 and Windows Server 2012 R2 for x64-based Systems (KB2934520) (71 MB) (2015-01-13) - Feature Packs
(Type-SoftwareUpdate | Downloaded-FALSE | RebootRequired-MAYBE)
http://support.microsoft.com/kb/2934520

3= Update for Windows Server 2012 R2 (KB3013769) (56 MB) (2015-04-14) - Updates
(Type-SoftwareUpdate | Downloaded-FALSE | RebootRequired-MAYBE)
http://support.microsoft.com/kb/3013769

4 Update for Windows Server 2012 R2 (KB3084905) (2 MB) (2015-10-13) - Updates

(Type-SoftwareUpdate | Downloaded-FALSE | RebootRequired-MAYBE)
http://support.microsoft.com/kb/3084905
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