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EEZEEE Contexte UT2

* « Sensibilisation » particulierement efficace des équipes de direction de 'UT2
sur les risques cyber et leurs impacts en mai 2021 puis en septembre 2022

e Campagne « perpétuelle » de phishing pédagogique (avant de cliquer) pour « travailler »
sur le maillon faible des systemes d’information

* Mise en place d’un EDR pour faire face a 'augmentation des risques d’incidents de
sécurité de nos systemes d’information
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CEEEEE Fonctionnement d’un EDR

* 'EDR (Endpoint Detection and Response) est une catégorie de solutions
capable de détecter et contrer des activités suspectes sur les terminaux
(utilisateurs et serveurs):

e Collecte des données télémétriques issues des terminaux (agent sur le poste)
e Envoi des données collectées a la plateforme EDR centrale (généralement, cloud)

* Analyse des données pour détecter et apporter une réponse rapide aux activités
suspectes (lA)

* Rétention des données en vue de leur réutilisation (Tableaux de bord...)
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CariTouL

* Visibilité approfondie et élargie: vision d’un terminal et de 'ensemble des
terminaux permettant la détection de répétition de schémas sur les terminaux
(attaqgue massive)

e Détection des menaces avanceées: « zero-day », menaces internes
(latéralisation), hacking sophistiqué (sur mesure)

* Simplification de |la réponse aux incidents: les EDR sont congus pour ¢a:
centralisation et corrélation des évenements permettant de détecter les
schémas d’attaque

e Automatisation et intégration: API, actions via les agents...
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CEEEE Pourquoi Harfanglab a

"UT?2

* Produit francais https://www.harfanglab.io/

* Pas de blocage RGPD (IA et données chez OVH)

e Agent EDR Hurukai (version 2.0.1 de 2021) certifié CSPN par 'ANSSI

* Disponible au travers des marchés auxquels adhere l'université (CAIH)

* Manque de main d’ceuvre / compétences pour gérer les problémes, besoin
d’automatiser la détection mais aussi les réponses: Délégation de la partie
exploitation a un prestataire Advens https://www.advens.fr
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ZZEE Fonctionnement de Harfanglag

* Déploiement d’un agent sur les terminaux chargé de :
* collecter et renvoyer les éléments de télémétrie vers la console centralisée EDR
* Appliquer les actions de remédiation (peut donc aussi servir de vecteur d’attaque)

* Analyse des éléments de télémétrie:
* Moteur basé sur des indicateurs de compromission (IOC)

Moteur de détection basé sur des « signatures »
* Regles Yara

* Regles Sigma
 Liste de drivers vulnérables
Moteur IA (En fait, des modeles mathématiques)
 Modele Hibou (calcul de probabilité qu’un fichier soit malveillant)

* Modele Chocard (détection de script PowerShell malveillants)
 Modele Condor (détection d’exécutables malveillants)

Moteur comportemental
Moteur ramsonguard
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EEEEE |nstance d ’évaluation a 'UT?2

* Instanciation d’'une instance de test avec HarfanglLab pour environ 150
machines:

* 80 serveurs (dont les AD et serveurs de fichiers Windows)
* Les postes des agents la DSI
* Les postes de personnels hors DSI disposants d’acces avancés au S|

26/04/2024 IMT Mines Albi / UT2)



EZiE Déploiement de 'Agent

* Déploiement des postes et serveurs Windows via GPO si machines dans un des
domaines de 'UT2

* Déploiement manuel des serveurs Windows hors domaines
* Déploiement des serveurs Linux via Ansible

* Déploiement des postes utilisateurs Linux / Mac manuellement
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L Déploiement par Ansible

Création d’'un module spécifique dans notre
script de mise en conformité, utilisé pour
tout nouveau serveur

On utilise un tag spécifique de facon a
pouvoir lancer uniguement le déploiement
de I'agent

2 étapes:

« Transfert du binaire (pour débian ou
redhat)

o Installation de I'agent en spécifiant les
variables d’environnement nécessaires (via
apt ou yum en fonction du systeme)

- name: EDR - upload binary - debian

copy:
dest: /tmp/agent.deb
src: agent-2.29.7_x64.deb

when: ansible facts['os_family'] == "Debian"

tags: EDR

- name: EDR - upload binary - redhat

copy:
dest: /tmp/agent.rpm
src: agent-2.29.7_x64.rpm

when: ansible facts['os_family'] == "RedHat"

tags: EDR

- name: EDR - Install agent - debian

apt:
deb: /tmp/agent.deb
environment:
HURUKAI_HOST: 283a6b91402314ca.hurukai.io
HURUKAI_PORT: 443
HURUKAI_PROTOCOL: https
HURUKAI_KEY: <clé de licence>
DEBIAN_ FRONTEND: noninteractive

when: ansible facts['os_family'] == "Debian"

tags: EDR

- name: EDR - Install agent - RedHat

yum:
name: /tmp/agent.rpm
state: present
disable gpg_check: true
environment:
HURUKAI_HOST: 283a6b91402314ca.hurukai.io
HURUKAI_PORT: 443
HURUKAI_PROTOCOL: https
HURUKAI_KEY: <clé de licence>

when: ansible facts['os_family'] == "RedHat"

tags: EDR
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CariTouL

* HarfanglLab réactif pour la mise en place et 'accompagnement sur le POC
* Déploiement des agents facile sur les OS Windows et Linux maintenus
* Peu de ressources nécessaires pour l'agent (entre 130 et 180MO, 0.5% CPU)

* Console web relativement intuitive (voir démo) et facile d’'usage, quelques
opérations pénibles (mise des machines dans les groupes) -> voir si possible
d’automatiser via APl ou option de lignhe de commande a l'installation

* Beaucoup de faux positifs | Chronophage pour le passage en liste blanche

=> Décision de passer en production et de contractualiser avec Advens pour
déléguer l'exploitation

IMT Mines Albi / UT2)



LT | 3 mise place de la délégation

* Réunion de cadrage avec Advens et mise en place des services manages
mySOC:
* Un fichier Excel a compléter avec les modes de communication et les interlocuteurs

* Une lettre de délégation définissant le périmetre de délégation des actions qu’ Advens
peut effectuer a notre place

* Passage par le gestionnaire de ticket d’Advens pour les demandes
d’intervention et le suivi des actions
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* Cible 2024: environ 1000 postes

* Intégralité des serveurs sur lesquels I'agent est déployable
* Les postes des personnels ayant un acces au S|

* Cible 2025: environ 2000 postes

* Passage a I'ntégralité des postes des personnels

e Déploiement d’'un nombre d’agents suffisamment significatif (>600) avant de
passer en remédiation

* Passage des machines en mode remédiation:

 Petit a petit (groupe par groupe) => attention a s’'occuper de (faire) mettre en liste les
faux positif avant de passer en mode remédiation

* Prévenir les responsables des systemes passé en remédiation pour remonter le plus
rapidement possible un blocage non désiré et non détecté en amont

26/04/2024 IMT Mines Albi / UT2)
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Caasii Petit bilan sur le passage en production

* Plein de choses a regarder / affiner:
* La phase « passage en liste blanche » va générer beaucoup de travail
* Travail a venir sur les criteres de déclanchement de la remédiation

* Passage pour l'instant en mode remédiation uniqguement pour les postes
utilisateurs, les serveurs restent en observation jusqu’a épurage des faux
positif.

* Dés le premier jours (22/04/2024), blocage de drivers présentant une vulnérabilité (Dell)
sur les postes utilisateurs
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* PoC avec Harfanglab en mars 2024 sur 10 machines "blanches”

* Achat SOC Exaprobe groupe logiciel antivirus par |'Institut Mines Telecom 1000
agents/école prévu courant mai 2024

26/04/2024 IMT Mines Albi / UT2) 15
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e Achat SOC Exaprobe groupe logiciel antivirus en décembre 2023

* Déploiement fait sur 600 poste de travail et serveurs (hyperviseur proxmox +
VM), reste a faire salles TP, prévu d'ici septembre

* 3 mois d'apprentissage
e approximativement 200 regles white list

* regles sigma alertes seulement, niveau critical et high (le reste est du bruit)
regles yara et |A en remédiation

* Note : avant les mises a jour de serveur la procédure est de stopper le service
hurukai-agent pour éviter de bloquer les scripts apt/deb puis de relacer aprées
la mise a jour.
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LARITOUL aSh boa rd

Dashboard 2024-04-11 13:01:37Z To 2024-04-25 13:01:37Z

Progress of Investigation

11181 490
a——
MNew security events Threats...
hl Al Al
Security events to investigate Potential Malware Agents at risk Online Agents Isoclated Agents Total Agents
11181 0 10 419 0 619
Al
Security events by severity CPU used by online agents over the last hour _
B Average CPU use [l Maximum CPU use
0.29 %
4722 5,000 100%
4,000 -
2924 3,000
2,000 60%
1,000
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critical high medium
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Daily security events - ) o il .
Security events Critical security events
11181
3,000
RAM used by online agents over the last hour — - )
2,500 - Average RAM use Masimum RAM use
107.9 MiB
2,000 238 MiE
1,500 A 190 MiE
1
1,000 I\ o
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_/—\_--- 500
a5 MiB
1 [ ] [l [ ] ' 1 [ ] ' ' ] ' o
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A7 MiB
0 MiB
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LARITOUL

€mo —

venements de seécurité

Security events

Analytics

10 Last 10 Al

. suspicious binary : 2115
. powershell invoke-command executed on remote host : 1399
. windows event logs cleared : 1268
. netstat execution (linux) : 1177
. archiver tool started with suspicious parameters - 1173
. recommended driver block list : 970
0 prefetch file deleted - 576
windowe application loge cleared : 502
job creation scheduled via at ; 464

whaoami execution (linux) : 396

| & cov |

Status i= ] New [ Investigating =

L3

0 Status Level Maturity
™ -] =

Lovet s () (o) () () #

Type

driver

sigma

driver

Aggregate by -
Rule name
Date
2024-04-24 13:03:462

2024-04-24 13:01:02Z

2024-04-2412:47:58Z

2024-04-10 00:00:00Z To 2024-04-24 23:59:597
Collapse Collapse ~
MITRE ATT&CK® Matrix +
[ET———— Seraimce e brecmosment calectian o astitation ezt Faceonaazancs
_ T - T Qoo @y, — I I T
O Sl QI i @ rreie O O @ @ e O i
- armen — @ szcmsnt (@) e . .
05 @ @i @i @oicssis S e @ @uee @1 Q-
Sevtcrsen : s it pasedsayucs |Cofpmmn | Sevces Solec T et Py
- B
T L — - e B @ "
- O s W e i @
MWaragamant .
R . [ YIRS PN T—
o vt e s 8-
. 0
[ L — . Y— - LR T -
Port Knacking Windoos Event Laga ;::um:ni Service D scoery Sandard
s
[ R S P B o [ -
fm";::""‘"" Zamgcnem : ik Skl Linas or Wac Spviem Loga Earreciiara Sandard Port
P
&= 8 s Qo
11813 Security events @
= Execution Rule name Image name
Detected ztecomme"de'j driver block Il ¢ s rios\Sys ten32\drivezs\DBUELLDzV2. sys
PowerShell Invoke-Command
Detected C: YWindows\System32\WindowsPowerShell\vl. @\powershell .exe
Executed on Remote Host
Recommended driver block li
Startup blocked st C: \Windows\System32\drivers\DEUtilDrv2.sys
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Coaii Demo — Un faux positit

Security event - Suspicious binary view inrea

Summary Process tree Related timeline Rule Static analysis

Al security event  Download security event JSON

o Suspicious binary
Binary was found potentially malicious by the Al module.
Endpoint detection date: 2024-04-24 12:40:197 @

Process

Process name mfsort (pid=2329491)

Image name [+ [data/distrib/microfocus/cobel/bin/cobdriver & Downkad
Command-line mfsort take fdata/distrib/hrpl0d/txt/tmp/NREZEE. 2328821
Execution Detected

Quarantine No action @

Username = hrpla04

Current directory [ [data/exploit/log/hrplB04/txt/tmp/

User SID =

Process Create Time 2024-04-24 12:40:187

Size 15184 (14.83 KiB)

MD5 =+ e0bac0918461c6265a8e8cc25d2116f1

SHA1 = 30695200009ba97c1faf241e816465fc71c9c308

SHA256 9bcd9b93b138e8dcad721508d53f9c5a3cb535e32aae1355161b8509224bc503
IMPHASH =

PE timestamp =

Signed = [ <]

~

Click to reduce

Binary classifier information

Imported functions Can create a process
Can write files

Canread files

3

IF ut2j-siham-prod «
Red Hat Enterprise Linux 8.6 (Ootpa) (4.16.0-372.32.1.el6_6.x36_64)
J 4

Status EX
Version 373

IP Address 10.3.220.68
Status: Alert creation

o Alert creation

Changed to false positive

Changed to investigating

Host isolated from network

Host deisolated from net.

Closed

Add Whitelist

26/04/2024
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Coaii Demo — Mettre en liste blanche

Quick Whitelist

@ Click on the desired value to add them as a criterion to the whitelist. You can change each criterion’s value.

Configuration

Agent

+ Hostname ut2j-siham-prod

Process

+ Process Name mfsort

+ Image Mame fdata/distrib/mi /cobol/bin/cobdriver

+ Command-line mfsort take /data/distrib/hrpl804/tet/tmp/NRE308.2328821

+ SHA256 9bcd9b93b138e8dcad721508d53f9c5a3ch535e32aae1355161b85092e4be503

+ Ancestors fusr/bin/bash|/usr/lib/jvm/java-17-openjdk-17.0.5.0.8-2.el8_6.x86_64/bin/javal usr/lib/systemd/systemd

Parent Process

+ Parent image fusr/bin/bash
+ Parent command-line sh /distrib/PLB04/scripts/hraccess/solution/nrb/bin/subnrbSiham_BDPksh -p AS611 -f /data/exploit/log/hrpl804/txt/tmp/ZE2E-2024424-14407-DJESSON.bdx -i 1567
Grandparent Process
+ Grandparent image fusr/lib/jvm/java-17-openjdk-17.0.5.0.8-2.el8_6.x86_64/bin/java
+ Grandparent command-line fusr/lib/jvm/jre-17-openjdk/bin/java -Djava.util logging.config.file=/data/distrib/hrpl804/web1/conf/logging properties -Djava.util logging. manager=org.apache juli.ClassLoaderLogManager -Xms1024M -Xmx6144M -Xss256M -XX:CompileCo...
Criteria

| process. hashes.sha256 Equals BhedOb03b138eBdead 721 3ch335 %3551(}1!}85!:\0 Abe303 O 4=

+ Add critericn
Comment
Y

Expiration date

Youcan optianally set an expiration date for your whitelist, It is automatically disabled on exgiratian.

Retroactive application

[ Retroactively whitelist security events

Applying this whitelist retroactively will update the security events statuses flom: To  False Positive

26/04/2024 IMT Mines Albi / UT2J
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Coaii Demo — Mettre en liste blanche: les criteres

Quick Whiteli:

@ Click on the desired value to add them as a criterien to the whitelist. You can change each criteri

Configuration
Agent
+ Hostname ut2j-siham-prod
Process
+  Process Name mfsort
+  Image Name ‘data/distrib/microf bin/cobdriver
+ Command-line mifsort take /data/distrib/hrpl804/tet/tmp/ NRB308. 2328821
+ SHAZ56 1 721508d53f9c5a3chs: 1355161b85b92e4bc503
+ Ancestors Jusr/bin/bash|/usr/lib/jvm/java-17-openjdk-17.0.5.0.8-2.el8_6.x86_64/bin/javal usr/lib/systemd/systemd
Parent Process
+ Parent image Jusr/bin/bash
+ Parent command-line sh [distrib/PLB04/scripts/h lution/nrb/bi bSiham_BDPksh -p AS611 -f /data/exploit/log/hrplB04/txt/tmp/ZE2E-2024424-14407-DJESSON. bdx -i 1567
Grandparent Process
+ Grandparent image Jusr/libfjvm/java-17-openjdk-17.0.5.0.8-2.el8_6 xB6_64/bin/java
+ Grandparent command-line Jusr/libfjym/jre-17-openjdk/bin/java -Djava.util logging.config.file=/data/distrib/hrpl304/web/conf/logging. properties -Djava.util logging. manager=org.apache.juli. ClassLoaderLogManager -Xms 10240 -Xrmx6144M -X2s256M -XX CompileCo...
Criteria
| process.hashes.sha236 Equals. 9bcd9b923b13828dead’21508d5319c 5adch535e32aae1355161b85002e4be503 O 4s
| process.process_name Equals mfsort O A
#  processimage_name Equals idatafdistrib/microfocus/cobol/binfcobdriver [m Y
+ Add criterion
Comment
.
Expiration date

You can aptianally set an expiration date for your whitelit. It is automatically disebled on expiration.

Retroactive application

B Retroactively whitelist security events

Applying this whitelist retroactively will update the security events statuses from: To  False Positive

10 000+ security events will be impacted according to the criteria listed above.

cancel m
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Démo — Menaces détecteées

Threats

x4

O

General-> Status is || New

General
Level Low
Status l New

ThreatID TH-2024-177596

Level Critical

Status l MNew ~

ThreatID TH-2024-177585

Level
Status I New v~

ThreatID TH-2024-177760

Level Critical
Status l New

ThreatID TH-2024-177661

Level
Status l New

ThreatID TH-2024-177665

| Investigating +

Dates

2024-01-23 13:16:00Z
2024-04-24 13:16:00Z

Duration: 92d 00h 00m 00s

2024-01-14 14:25:00Z
2024-04-24 13:11:002

Duration: 100d 22h 46m 00s

2024-04-24 13:05:002
2024-04-24 13:05:00Z

Duration: 0d 00h 00m 00s

2024-03-03 14:32:00Z
2024-04-24 12:40:00Z

Duration: 51d 22h 08m 00s

2024-03-05 08:29:00Z
2024-04-24 12:15:002

Duration: 50d 03h 46m 00s

Rules

[L| PowerShell Invoke-Command Execute.. 8K

Show rule details

[c] Recommended driver block list 5K
[11] Suspicious Change in UAC Registry Con... 1
[m] Archiver Tool Started with Suspicious .. 93

7 other rules 133

[m] Archiver Tool Started with Suspicious P... 3

Show rule details

[c] suspicious binary 10K
[11] SetGID Access Flag Set via chmod/setc... 8
[11] File /etc/shadow Read 4

22 other rules 9K
(m] Systemgervlce Started 118

Show rule details

Agents

gest-ut2j

Show endpoint details

DAROOC-A-figuerola
DAROO-A-enjhalbert
DAROO-A-KACHOUCHE

118 other endpoints

DRHGC-AP-PETION

Show endpoint details
ut2j-siham-prod
ut2j-siham-tools-test

ut2j-siham-paie

9 other endpoints

ruhnu

Show endpoint details

1777351 Threats

Summary

8K Security events
User

MITRE ATT&CK tactics

422 Security events
294 Users

159 MITRE ATT&CK tactics

To

8857

UTMY
Administrateur
5352

15

“ isis s 0 0

3 Security events
User

MITRE ATT&CK tactics

10K Security events
2K Users

2K MITRE ATT&CK tactics

3
UTMY
virginie.petitpain

19310
15

3'< dsiEang o

119 Security events
User

MITRE ATT&CK tactics

119

dockeruser

26/04/2024
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Démo — Visualisation des données (elastic

Data Visualization

Alerts Audit logs Connections Event logs

[ v | search
& | critical X | + Add filter
Alert distribution over time

a0
- 20
=
=
Q
© 10

00:05:00

Alert distribution per rule name

@ suspicious binary

Alert list

Time » level alert_type
# Apr 24, 2024 @ 00:17:00.45%  critical hiai
> Apr 24,2024 @ 0017:00.034  critical hilai

Processes

00:10:00

kaL B v

00:15:00 00:20:00

(@timestamp per 30 seconds

Alerts distribution per Agent Mame

@ utZj-siham-prod

alert_subtype agent.hostname
process ut 2j-siham-prod
process ut2j-siham-prod

Alerts distribution per 0S Product Type

process.commandline
mfsort take /data/distrip/hrplB04/txt/tmp/NRB306.1965713

mfsort take /data/distrib/hrpl804/txt/tmp/NRE302.1965713

@ red hat enterprise li...

[= Data visualization

Apr 24, 2024 @ 00:00:00.0 - Apr 24, 2024 @ 00:30:00.0

@ Critical
© High
@ Medium
® Low

00:25-00

Alerts distribution per Process Image

@ /data/distrib/microf...

1-500f150 < >

process.image_name rule_name

J[data/distrib/micrefocus/cobol/bin/cobdriver Suspicious binary

Jfdata/distrib/microfocus/cobol/bin/cobdriver Suspicious binary

26/04/2024
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Déemo - Agents

Agents

Settings (10) ‘ X csv

<+ Filter

[J(o)  Status IF

| Online |

‘ Online ‘

| Online |

UT2-5LM-USERS

UT2-SLM-USERS

©
L
=]
c
-
w

Hostname

DEEPO-AP-CORTIT

SHS-PC-Garde2

TARTH

Dom...

UTM

UTM

UTM

Policy name 0S type 0S product type

Politique de Bloc
age

Windows 10 Pro

Politique de Bloc
age =

Windows 10 Pro

Windows Server 2012 St
andard

default

Last seen

2024-04-24 13:25:55Z

2024-04-24 13:25:55Z

2024-04-24 13:25:55Z

Q

Version

v EREE
v EREE
v EREE

26/04/2024
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Déemo - Agent

DEEPO-AP-CORTI1

Summary  Hostproperties  Quarantine  Security events

Details

Hostname DEEPO-AP-CORTIT
Domain name iuniv-tlse2.fr / UTM
CPU 8 cores, 1800 Mhz
Memory 16231.09 Mig
Machine serial 22RLX33

0S information

os & Windows 10 Pro / x64
08 version 10.0.19045

08 build 10045

osID 00330-52890-38983-AA0EM
Product type workstation
Quarantined files

Last update (10 minutes ago) : 207

Total 0files

Host Properties

Last update (10 minutes aga) : 20240424 13

Admins

Groups

19

Applications

Disks

0O 0 0 00O

316527 | ¢

[ e |

a
Telemetry data  Investigation data  Timeline Jobs  Logs
+ Add a description
Time

IP address 172.31.6.128 / 255.255.255.0 First seen

Unique ID 00b2e09b-b98a-dcdb-adoe-aa52f20032c4 Last seen

Version 373 Starttime

Additional info 7 e Machine start time
Policy Antivirus profile |
Policy Politique de Blocage  # Profile Mo Profile Configured
Sleep time 60 (5] +/-10% Antivirus Antivirus Trend Micro Apex One
Log level ERROR
Drivar Enabled / Loaded
Telemetry Enabled @

Resources used by Agent & System

elemelry Sources

2024-02-12 07:36:14Z (2 months ago)
2024-04-24 13:27:07Z (18 seconds ago)
2024-04-24 09:16:312 (4 hours ago)
2024-04-24 06:43:122 (6 hours ago)

Groups (1)

UT2-SLM-USERS [ ]

B Autorefresh

B Agent Memory [ Agerl CPU @ System CFU

100 20843
%
150 M8
—— S — A~ — - — — - . o
o S D%
E
g fwows £
E‘
0w
sonie
0%
i 0% omie
2804 24 11:25.007 202408 24 VA0 07414241 2024 04 24 1202007 202404 24 121 200 202404 24 1224002 202414 24 1230002 02404 34 124600 204 24 12470 2403 24 130002 22408 24 1310007
L it = &t
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Déemo - Groupes

Groups

+ Fwter

MNamie

UT2-INSPE-DSI-PROXR-USERS

UTZ-INSPE-DSI-ERV

UTZ2-INSPE-DSI-5RV-AD

UT2-INSPE-USERS

1 Description

Personnels de la DEl-ProxR

Serveurs INSPE (hors AD)

Serveurs AD INSPE

Utilizateurs de lINSPE

Rolaz

16 Groups o

-u
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CapitouL

Demo — Regles Yara

Edit YARA file .

*Mame = cobalt_strike_invoke_assembly.yar
Enabled m
Maturity | Stable

* Content rule cobalt_stri

meta

1 that bills

attack.tl@55.8@

Cancel Apply modifications
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C=2E Demo — Regles Sigma

Edit Sigma rule

Name  Suspicious Binary Signed with ANYDESK stolen certificate.yml
Enabled )
Maturity = Stable
Level cverride Mo averride ~

Content

olen certificate

bina

ning

d

Cancel

Apply modifications

26/04/2024
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Démo — Liste de drivers a bloquer

Threat Intelligence

YARA

Sigma  10C  Driver block list ~ Rulesets  Whitelists

© The recommended driver block list is an HarfanglLab-maintained list containing driver indicators that are considered dangerous from a security standpoint. Drivers can also be blocked or detected through other engines, such as Sigma, YARA or 10C.

Settings (5) ‘ & csv |

+ Filter
Type Value
Hash d9a73df5ac5c68ef5b37a67e5e649332dadf649c3bb6828770b65cRa2e7d3a23
Hash 8047859a7a886bc f4e666494bd@3abbedcelBe2@dc72dfReSh418d180efef250
Hash 342c 78848401 c2b48c96398T690a1801edBaclea59305af9e3d07@d13ef85601
Hash 94badbcbdb55d6faf9If33642d@072109510f5c57e8c963d1a3eb47911130112
Hash b95b2d9b29bd25659f1c7ba5a187f8d23cde@1162d9bSbla2c4aeaBfb4b38441
Hash 238046cfel26alf f6aaSec9d7 2bae5blb6ab2d31894c79e4
Hash cff9aa9046bdfd781d347607d901a431a51bb7e5748F47681cc743b2cdedcI8c
Hash 77950e2a40ac@447aeTeelee3ef1242ce22796a157074e6T04e345b1956e143c
Hash fflccef7374ala5054a674437e3e0504b14ed76e17090cc6bladecle2dad27as
Hash 4710acca9c4able2fc6daatb@9d72el 1b603efB8cd732e12a84274ea%ad6d43be
Hash ac26150bc98ee@419a8b23e4cda3566e@ebad4718baB059346a9696401e9793d

Enabled

Maturity

Stable v

Stable v
Stable v

Stable v

Stable v

Stable v

1845 Driver indicators @

Comment

Vulnerable Kernel Driver (aka ComputerZ.Sys) [https:/blogs.vmware.co
m/security/2023/10/hunting-vulnerable-kernel-drivers.html]

Vulnerable Kernel Driver (aka ComputerZ.Sys) [https://blogs.vmware.co
m/security/2023/10/hunting-vulnerable-kernel-drivers.html]

Vulnerable Kernel Driver (aka mhyprot2.sys) [https://www.loldrivers.io/driv
ers/57354c82-ff9c-4a54-8377-d195e4ff0a26/]

Malicious Kernel Driver (aka mimidrv.sys) [https://www.loldrivers.io/driver
5/87752fb8-9f6-4235-91e2-c4343677d817/]

American Megatrends vulnerable BIOS flash tool (aka UCOREW64.SYS an
d amifldrv64.sys) [https://www.loldrivers.io/drivers/a338a9fc-9fe3-400c-9
fe4-69bb7892602d/]

Elaborate Bytes vulnerable driver (aka ElbyCDIO.sys) [CVE-2009-0824] [htt
ps://www.loldrivers.io/drivers/855ade1f-8a9e-4c9d-ab8e-d7e409609852/]

Intel Ethernet diagnostics vulnerable driver (aka iQVW64.sys) [CVE-2015-2
291] [https://www.loldrivers.io/drivers/1d2cdef1-de44-4849-80e5-e2fa288
df681/]

Process Explorer driver (aka PROCEXP.SYS and PROCEXP152.SYS) [http
s://leamn.microsoft.com/en-us/sysinternals/downloads/process-explorer]

Vulnerable Kemel Driver (aka HWINF0O32.SYS) [https://www.loldrivers.io/d
rivers/2225128d-a23f-434a-aaee-69a88eab4fbd/]

NVIDIA vulnerable flash tool (aka nvflash.sys nd nvflsh64.sys) [CVE-201
9-5688] [https://learn.microsoft.com/en-us/windows/security/threat-prot
ection/windows-defender-application-control/microsoft-recommended-dri
ver-block-rules]

Vulnerable Kernel Driver (aka capcom.sys) [https://www.loldrivers.io/drive
rs/b51c441a-12¢7-407d-9517-559¢c0030cf6/]

MM

B AQA

-

B B8
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Coaii Demo — Listes blanches

Threat Intelligence

YARA  Sigma 10C Driver block list Rulesets  Whitelists

Show provided by HarfangLab (D)

+ Filter
Last update e iF Creation date vl Q
& 2a  process.hashes sha256 eq 9bcd9b93b138e8dcad721508d53f9c5a3ch535e32aa.. 0 Applies only on HL-Al engine i
HL-AI
4= process.process_name eq mfsort A& pascalbassoua i 2024/04/241316 X 0
‘s process.image_name eq /data/distrib/microfocus/cobol/bin/cobdriver
f 2= process.pe_info.original_.. eq update_task.exe @ Applies only on YARA engine Whitelist provided by HarfangLab
VARA , . DO 3
4s  process.signed eq true & Harfanglab @@ 2024/04/22 1615 X 178225
2 process.signature_info.si..  eq Fortinet Technologies (Canada) ULC
f 4= process.pe_info.original_.. eq AVGSvec.exe U Applies only on YARA engine Whitelist provided by HarfangLab
YARA .
2a  process.signed eq true & Harfanglab @ 2024/04/1808:56 X 0
4= process.signature_infe.si.. eq AVG Technologies USA, LLC
Show 2 more items
f 2 process.pe_info.original_.. eq shsHell.exe U Applies only on YARA engine Whitelist provided by HarfangLab
VARA . . .
4 process.signed eq true & Harfanglab i 2024/04/1509:53 X 0
4= process.signature_info.si..  eq EnigmaSoft Limited
f 4= process.image_name contains \FIP-FS\Bin\scanningprocess.exe © Applies only on YARA engine Whitelist provided by HarfangLab
YARA . [ R "
4s  process.integrity_level eq Systemn & Harfanglab @ 2024/03/291423 X 0
Aa  process.signature_info.si.. eq Microsoft Corporation

v 1 more items

26/04/2024 IMT Mines Albi / UT2J



IMT Albi — Mise en liste blanche

hl HarfangLab

poc-mines-albi

|l Dashboard

‘D Detection v
Security events
Alerts
Threats

Ed Investigation

Q_ Ssearch
& Data explorer >
&2 Endpoint >
4} Threat intelligence >
283 Administration >
I8 News
Documentation 2
Support (e

L laurent.guerby@mines-albifr

V3.7 *|

D

Summary

Security events

Process tree Related timeline Rule

IP Route Execution (Linux)

Security event - IP Route Execution (Linux) view treat

Static analysis

Security event sigma Download security event JSON
0 IP Route Execution (Linux)

Detects the execution of the IP route utility to display the routing table management.
Attackers may use it during discovery phase to discover remote systems.

Endpoint detection date: 2024/04/24 07.20:05Z @

Process

ip
Integrity Level

Process name ¢
Image name =

Command-line

Execution
Quarantine
Username
Current directory
User SID

Process Create Time

Size =
MD5
SHA1
SHA256

ip (pid=1576851)
Jusr/binfip & Download
ip -6 T
Detected
No action @
root
/usr/lib/check_mk_agent/plugins/

2024/04/24 07:20:05Z

632632 (617.80 KiB)

5bbec30e69f4fd4dba735fdbad5ad643
3c954614f2c9af7181e4d00e00ab4485e4a9c33f
1cadbfa239fdacfOb4f2472a071a3dd69aeB8011ca3feQeescfff16c937b945fe sc

vega-h e

Debian GNU/Linux 11 (bullseye) (5.15.143-1-pve)

Status

Version
IP Address

|‘ Online |
3.7.3
172.16.2.150

Status: Alert creation

o Alert creation
2024/04/24 07:20:05Z

Changed to false positive

Changed to investigating

Host isolated from network
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IMT Albi — Mise en liste

blanche

hl HarfangLab

poc-mines-albi

|l Dashboard

‘o Detection v
Security events
Alerts
Threats
Ed Investigation
Q_ Ssearch
& Data explorer >
&2 Endpoint >
4} Threat intelligence >
283 Administration >
I8 News
Documentation 2
Support (e
L laurent.guerby@mines-albi fr
V37 .

"_-l) Security events - |P Route Execution (Linux)

Security event - IP Route Execution (Linux) view treat

Summary Process tree Related timeline Rule Static analysis

© Recenter process graph Show Process Access

/ Show legend @) show Remote Threads

Security events

|

Process

Process name ¢

Size =

Image name =
Command-line i
Username
Current directory
Integrity level
Started at

PID =

Unique ID «

Parent image
name ¢

PPID =

Signature

Signed ©

Hashes

MDS5 =

Collapse »

ip &

617.80 KiB (632632 B)
Jusr/bin/ip

ip-6r

root
fusr/lib/check_mk_agent/plugins/

2024/04/24 07:20:05Z

1576851
aef3d195-f01a-499¢-5911-2d23d55ca4dfd
/usr/bin/dash

aef3d195-f01a-499c-1afd-c640d4b182a5

5bbec30e69f4fd4dba735fdbadbad643 o
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=2 |MT Albi — Mise en liste blanche

“I HarfangLab

poc-mines-albi

|l Dashboard

‘D Detection
Security events
Alerts
Threats

Investigation

&9

Q_ Ssearch
& Data explorer

@ Endpoint

4 Threat intelligence

Administration

5?

B News

L laurent.guerby@mines-albifr

=
=

*|

"_-l) Security events

Security event - IP Route Execution (Linux) view treat

Summary Process tree

Rule definition

IP Route Execution (Linux)

Related timeline

Teation

Rule

Static analysis

Configuration

Enabled

Enable or disable the detection of this rule on the endpoints

isplay the routing tab:

Block on endpoint

Enabling this option will block all processes that trigger this rule, if the
endpoint's policy is configured accordingly

Maturity
Rule maturity
Update rule maturity
Level override

Rule level override
Update rule level override

@ cenabled

disabled

No override »
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CapitouL

IMT Albi — Mise en liste blanche

“I HarfangLab

poc-mines-albi

|l Dashboard
‘D Detection
Security events
Alerts
Threats
Investigation
Search

Data explorer

g & O g

Endpoint

A
-

Threat intelligence

Administration

5?

B News

L laurent.guerby@mines-albifr

=
=

*|

Security event - IP Route Execution (Linux) view treat

Rule definition

+ Add whitelist

Configuration

Enabled
Enable or disable the detection of this rule on the endpoints

Block on endpoint

Enabling this option will block all processes that trigger this rule, if the
endpoint's policy is configured accordingly

Maturity

Rule maturity
Update rule maturity

Level override

Rule level override

Update rule level override

@ cenabled

disabled

No override v

Show provided by HarfangLab
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&R IMT Albi — Mise en liste blanche

Quick Whitelist

@ Click on the desired value to add them as a criterion to the whitelist. You can change each criterion’s value.

Configuration

Agent
+ Hostname
Process

Process Name
Image Name
Command-line
SHA256

Ancestors

++ + + +

Parent Process

+ Parent image
+ Parent command-line

Grandparent Process
+ Grandparent image
+ Grandparent command-line
Criteria
L]

Plaaca fill all tha fialde

vega-h

ip

fusr/bin/ip

ip6r
1cadbfa239fdacfOb4f2472a071a3dd69ae8011ca3fedeescfff16c037b945fe
/usr/bin/dash|/usr/bin/bashl|/usr/lib/systemd/systemd

Jusr/bin/dash
/bin/sh ./mk_inventory.linux

Jusr/bin/dash
/bin/sh ./mk_inventory.linux

O A=
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